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Fastly Unveils DDoS Attack Insights to Strengthen Protection and Security
Transparency

April 8, 2025

New capabilities provide deeper visibility into attack mitigation, helping organizations validate the efficacy of their automated DDoS
protection

SAN FRANCISCO--(BUSINESS WIRE)-- Fastly, Inc. (NYSE: FSLY), a leader in global edge cloud platforms, has announced key
updates to Fastly DDoS Protection that deliver unprecedented visibility into attack mitigation. Fastly DDoS Protection can mitigate
attacks in seconds. Now with Fastly DDoS Protection’s Attack Insights, security teams gain real-time insights into DDoS events,
empowering them to validate mitigation actions and confidently protect applications and APIs from DDoS attacks.

DDosS, or Distributed Denial of Service attacks, can quickly disrupt services with distributed attacks against applications and APIs,
causing costly downtime and requiring immediate remediation. Automated solutions can help combat these attacks. However,
verifying their efficacy is often difficult, and incorrect rules can further disrupt services, leaving security and platform teams
reluctant to use the tool’s blocking mode, which leaves their applications and APIs exposed. Fastly DDoS Protection addresses
that challenge with rapid mitigation that helps keep legitimate traffic untouched while blocking malicious requests. With Fastly’s
Attack Insights, customers also gain detailed visibility into attack spikes, event-specific data, and the rules created to mitigate
threats to decipher DDoS attacks confidently and maintain optimal performance.

“We are impressed with how effective and seamless Fastly DDoS Protection is for our customers, and now we can truly see its
power in action. The Attack Insights and ability to explore the automatically-generated mitigation rules in seconds will accelerate
our reporting and is hugely valuable in our mission to help keep our customers safe,” said Ben Trafton, Vice President of Client
Services at Yottaa, a leader in website optimization and performance solutions.

“Security and platform teams need to trust that automated protections will effectively stop attacks without impacting business-
critical traffic,” said Kip Compton, Chief Product Officer at Fastly. “With Attack Insights we’re giving organizations the transparency
they need to have confidence in mitigation efforts and optimize security responses—without requiring deep security expertise.”

Fastly DDoS Protection: What’s new

Fastly’s new features help reveal and explain the unfolding of a DDoS attack, providing security teams with deeper insights into
attack behavior and mitigation measures in real time:

e Events: Distinguishes individual DDoS attacks, helping security teams contextualize threats in real time.

e Event Details: Provides granular insights into attack attributes, including request samples, traffic summaries, and mitigation
actions.

e Rule Details: Exposes the short-lived mitigation rules and their attributes, enabling teams to validate efficacy and help
legitimate traffic remain unaffected.

These updates provide organizations with automatic, high-performance defense against DDoS attacks and a visualized,
context-rich event timeline to support reliability.

Strengthening security, reducing complexity

Fastly’s proactive approach to DDoS protection permits real-time threat mitigation without requiring tuning or security expertise.
Customers can see what the solution blocked, why, and how Fastly’s proprietary Attribute Unmasking technology prevented
damage.

Fastly DDoS Protection continues to offer predictable pricing, including no fees for attack traffic mitigated by Fastly, helping
organizations avoid unexpected cloud costs associated with large-scale attacks. With one-click enablement, companies can help
defend their websites, applications, and APIs against today’s most sophisticated DDoS threats.

Attack Insights are available now to Fastly DDoS Protection customers. Fastly DDoS Protection can be easily added to Fastly
accounts through the control panel. To learn more about Fastly DDoS Protection, visit: www.fastly.com/products/ddos-protection.

About Fastly, Inc.

Fastly’s powerful and programmable edge cloud platform helps the world’s top brands deliver online experiences that are fast,
safe, and engaging through edge compute, delivery, security, and observability offerings that improve site performance, enhance
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security, and empower innovation at global scale. Compared to other providers, Fastly’s powerful, high-performance, and modern
platform architecture empowers developers to deliver secure websites and apps with rapid time-to-market and demonstrated,
industry-leading cost savings. Organizations around the world trust Fastly to help them upgrade the internet experience, including
Reddit, Neiman Marcus, Universal Music Group, and SeatGeek. Learn more about Fastly at https://www.fastly.com, and follow

us @fastly.

Forward-Looking Statements

This press release contains “forward-looking” statements that are based on our beliefs and assumptions and on information
currently available to us on the date of this press release. Forward-looking statements may involve known and unknown risks,
uncertainties, and other factors that may cause our actual results, performance, or achievements to be materially different from
those expressed or implied by the forward-looking statements. These statements include, but are not limited to, those regarding
the ability of Fastly DDoS Protection to provide rapid mitigation and real-time insight, protect applications and APIs from disruptive
cyberattacks, help legitimate traffic remain unaffected, and help organizations avoid costs and maintain optimal performance.
Except as required by law, we assume no obligation to update these forward-looking statements publicly or to update the reasons
actual results could differ materially from those anticipated in the forward-looking statements, even if new information becomes
available in the future. Important factors that could cause our actual results to differ materially are detailed from time to time in the
reports Fastly files with the Securities and Exchange Commission (“SEC”), including without limitation Fastly’s Annual Report on
Form 10-K for the year ended December 31, 2024. Copies of reports filed with the SEC are posted on Fastly’s website and are
available from Fastly without charge.
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